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ABSTRACT 

Web has turned into a valuable piece of our general everyday life as we do the greater part of our social and monetary exercises 

on the web. Today every people are vigorously relying upon web and online exercises, for example, web-based shopping, web-

based Banking, internet booking, online Recharge and some more. Phishing is a type of web risk, phisher make the copy of unique 

site and wrongfully endeavor to get Victim's own data like client name, secret key, Mastercard points of interest, SSN number and 

utilize it for possess advantage. A Non-customary client can't recognize whether site is phished or authentic. There is no any 

single answer for stop this fake movement. System can use the static features of a webpage to determine the genuineness of the 

website. The features such as number of iframe present in the page, number of redirections after clicking the URL, availability of 

JavaScript and embedded JS, special and extra characters included in the URL address etc. We have extracted such feature from 

testing site and those features are analyzed with the features of site present in the dataset. System has processed the structure of 

about One lakh site and trained to determine the suspicious webpage. System is attached to the browser as its extension to verify 

the URL entered by the user and it determines whether that site is suspicious or not.  

Keywords: Malicious, Web pages, Real-time analysis. 

 

1. INTRODUCTION 

Today Internet has turned into an integral part of one's life. Web gives vital framework that assumes a significant part in different 

space for instance: communication, finance, business, E-administration and training. Some of the prominent application of web is 

Hybrid cloud, Big Data, E-shopping. Sadly, on the opposite side, violations over the Internet (cybercrime) have expanded at 

significantly quicker rate and with high multifaceted nature. Cybercrime assaults incorporates online cheats, cracking into the 

system, phishing assaults, DNS harming, malware assaults, information burglary, spamming, scams, blackmailing. 

A "suspicious webpage" refers to a page that contains noxious substance that can misuse a client– side PC framework. Noxious 

site might be utilized as a weapon by cybercriminal to abuse different security dangers, for example, phishing, drive-by download 

what's more, spamming. Malignant Web destinations are jump in transit of Internet security. To deal with there is having to build 

up a programmed framework to perceived malignant site. 

Phishing attack in one type of attack where attacker will send an email or message urging the end user to specify their credentials 

by providing a URL from inside the email. Now a day, there are different methods to do phishing and most of the methods will 

uses common features to get the advantage of trickery. This helps to detect the malicious site and it also helps to differentiate the 
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malicious pages from the genuine web page. This is achieved by fetching the features of visited web sites with the signature of 

pages that are already declared as suspicious web pages.  

Phishing is ordinarily performed by email parodying or texting and it for the most part gives risk message or data refreshing notice 

which will diverts casualty to the page to give their classified points of interest. The phishy site looks fundamentally the same as 

the authentic site as normal client can't recognize it until he/she is general guest of that site. It is exceptionally typical for the non-

IT proficient individual to overlook the risk message and move to the phishing site. Common individual can't distinguish the 

phishy site with first view. Indeed, even IT proficient people are observed to be effectively assaulted. 

 

2. OBJECTIVE 

 Objective is to outline and build up a system to distinguish web particular malignant pages progressively.  

 The system extricates static highlights from a site page and make forecasts about its potential noxiousness.  

 The system initially examines the list of capabilities utilized as a part of proposed component took after by the gathering 

procedure of the dataset. 

 Lastly, creating browser expansion that will examine website pages continuously and give input to the client. 

 

3. SYSTEM ARCHITECTURE  

A system architecture is the applied model that characterizes the structure, conduct, and more perspectives of a framework. An 

engineering depiction is a formal description and representation of a framework, sorted out in a way that support thinking about 

the structures and practices of the framework. 

 

Fig: 1 System Architecture of suspicious webpage detection 

The system architecture of the suspicious webpage detection is shown in Fig 4.1. The system will accept the URL entered by the 

user and extract the features from the website. And then system will give the extracted features to the detection manager. The 

detection manager contains the training data and Random Forest Algorithm(RFA) modules which in turn takes the input from the 

malicious feature analyzer.    The training data contains malicious features which are extracted from the malicious dataset. The 

pre-processing manager takes data from the stored malicious dataset and processes the data.  The detection manager extracts the 

features from site and compares features that are present in the dataset. Feature extracted from dataset are maintained in a file and 

it is useful in the test phase. This system is added as extension to the chrome browser so that it works as browser Add-ons. When 

the user enters any URL in the address bar, extension will check the URL and determines and provides the result as either 

phishing or normal page. System operation includes following steps. 

3.1 Step A: Input  

Dataset of URL is encouraged to the model at the underlying stage. Which contains 200 Legitimate and in addition phishing sites 

URLs, which will be utilized to Train the Machine Learning Algorithm and Test its execution. 
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3.2 Step B: Feature Extraction 

It performs Extraction of highlights from input URL utilizing Script. For example, Lexical highlights, Host highlights portrayed. 

The consequence of each element is extricated utilizing guidelines and it will be utilized as a part of later stage. The removed 

aftereffect of the highlights is then used to give as a contribution to the following stage. 

3.3 Step C: Classification 

This stage utilizes the classifier to at long last get result. Classifier is only the machine learning calculation which is prepared to 

anticipate the outcome and perform arrangement. Since no single classifier is flawless and exact. The classifiers are picked for the 

most part since they have been utilized as a part of the issues like our own, for example, in distinguishing of spam, phishing 

messages, phishing sites and vindictive URLs and so on framework just needs to utilize it for conclusive forecast and grouping 

task. 

4. PSEUDO CODE 

Pseudo code is the partial code that portrays the activity to be performed. It is composed in a basic language and henceforth it 

turns out to be simple for the programmer to comprehend and dissect before the real implementation. 

Pseudo code for Malicious Webpage Detection Process 

URL – MWPDA(URL) 

//Input : The URL of the website 

//Output : Detecting URL as genuine or Malicious. 

  MT  “     ⃝ “    // MT are set of Malicious features  

Initialize decision variable S=Genuine  

1. For each URL, do the following 

2. Check the URL if already marked as malicious 

If it is malicious 

Set S =” Malicious” and Go to step 5 

3. Extract webpage content 

4. Compare and analyze with training data using RFA 

If match found, then Set S=” Malicious” 

5. If S==” Malicious”  

Display “URL is Malicious”  

Display the set of malicious features in MT  

Block the URL and Alert the user 

Else 

Display URL is Genuine.  

Allow the URL to proceed. 

End for 

End MWPDA 

ABBREVIATIONS AND ACRONYMS 

MWPDA- Malicious Web Page Detection Algorithm 

URL- Uniform Resource Locator 
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RFA- Random Forest Algorithm 

DNS- Domain Name System 

5. CONCLUSION AND FUTURE WORK 

Implemented Malicious recognition procedure uses different features such as IP address, URL length, Domain registration length, 

abnormal URL etc. Moreover, analyzation produced through Random-Forest algorithm recognizes the true genuine and malicious 

sites. System has used Random-Forest which indicated precision of 96% and low false-positive rate. The proposed model can 

diminish harm caused by malicious assaults since it can recognize new and malicious web pages. 

In future work, we can consider new and more features to use and try to improve more accuracy and reduce false positive 

estimation of the system. Also, it is also possible to anticipate new features with high effect to identify Malicious page. Likewise, 

browser extension can be enhanced which will caution user in better way about malicious site and reduce harm cause with it 

however much as could be expected. 
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