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ABSTRACT

Although distributed ledger technology (DLT) provides new and distinct benefits for information systems, some of its features,
such as slower data processing, are incompatible with many applications. A new DLT architecture based on main-sub-ledger is
presented in this paper. It achieves physical data isolation, ensuring the privacy and security of business data. Simultaneously,
the main-sub-ledger creates tiered data storage, effectively relieving node data storage pressure and improving data processing
capacity.
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1. INTRODUCTION

Ledgers are as old as trading and writing. A ledger is an account book with a specific format that records all economic
transactions in chronological order based on the original vouchers. Ledgers are made of a variety of materials, ranging from
ancient clay tables to counting sticks and double-entry books to digital spreadsheets and databases and, more recently, distributed
ledgers[1]. Each breakthrough in ledger technology leads to major financial innovations and has a profound impact on all aspects
of social life. Because they are convenient and efficient, digital ledgers have quickly become the most important accounting

medium since the invention of computers. Accounting computerization has now become the primary tool for accounting work.

However, digital ledgers are still centralized, which means that in order to ensure the accuracy of the accounts, both parties
in the transaction must find a third party who can be trusted to keep the accounts. Computer algorithms enable distributed
ledgers(DL), which are maintained collaboratively. In terms of accounting, there is no fundamental difference between distributed
ledgers and traditional ledgers. However, from a technical standpoint, DL not only inherits traditional accounting philosophy, but
also has incomparable advantages and capabilities over traditional ledgers as a result of its unique innovations. Following

digitization, DL is regarded as the next major leap in ledger technology.

DL is essentially a database of assets that can be shared across multiple sites, geographic locations, or multi-institutional
networks. A network's participants can obtain a unique, true copy of the ledger. Within minutes or seconds, any changes in the
ledger will be reflected in all copies. Financial, legal, physical, or electronic assets can all be stored in this ledger. The public key
cryptography and signature are used as a means of storing assets and validating transactions in DL[2]. A consensus mechanism is
an essential component of a distributed ledger system because it ensures system reliability by validating all written records
without the involvement of a trusted third party[3]. Records in the ledger can be updated jointly by one, several, or all participants

after reaching consensus on the validity of the records, according to the network's consensus rules.
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The idea of decentralized record keeping is central to DL. A ledger's primary purpose is to track and document transactions.
Maintaining a certain level of privacy is recommended because a ledger transaction transfers ownership of an asset. On the other
hand, proving ownership becomes possible for anyone with access to the ledger. When dealing with ledgers, it is necessary to

strike a balance between privacy and transparency[4].

In this paper, we propose a new distributed ledger technology based on main-sub-ledgers architecture. It includes a main
ledger and N sub-ledgers, which all run in parallel in the same distributed ledger. The key contributions of our paper can be
summarized below:
® Propose a new distributed ledger based on the main-sub-ledgers architecture, and standardize the data storage structure of the

main ledger.
® Design the process of establishing sub-ledger and define parameters required for it. Redesign the process of generating and

adding blocks in the sub-ledger.

The remaining part of the paper is structured as follows: Section 2 reviews the operation principle of DL/blockchain. Section
3 describes the proposed main-sub-ledger-based Distributed Ledger(MSDL) . Section 4 discusses performance of MSDL and

Section 5 provides the conclusion of the paper.

2. DISTRIBUTED LEDGER TECHNOLOGY/BLOCKCHAIN
2.1 Structure of DLT/Blockchain

Distributed ledgers are a form of technology used to distribute, exchange, or store data among users via public or private
networks[5]. It can be simply seen as a distributed database with certain specific properties. The blockchain is the most widely
used data structure for distributed ledger[6]. The decentralized, replicated data synchronized among separate network nodes,
which may be geographically dispersed, is a key feature of a blockchain-based system. Blockchains employ cryptographic and
algorithmic methods to record and synchronize data across a network in an immutable manner. Consensus protocols are designed

so that when the consensus is reached, all nodes in the network have an identical copy of the distributed ledger records[7-8].

The blockchain's root is called as genesis block, which is the first block in the chain. The block contains cryptographic hashes of
records, with each block containing information about the previous block's hash. The blockchain starts with a genesis block, the
successor blocks are linked in the order of their generation time, and finally forms a blockchain as shown in the Fig. 1 The
structure of blockchain. Each block's structure consists of a block header and a block body. As shown in Fig. 2 Block header
format, the block header contains a previous block's hash, nonce, and timestamp, as well as the Merkle root. Depending on the
blockchain's requirements, the block body contains a list of transactions as well as some additional data. Each current block is

linked to the previous block by using the previous block's hash as a chain [9].
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Fig. 2 Block header format

2.2 Operating process

New additions to the database are initiated by one of the nodes, who creates a new “block” of data, for example containing
several transaction records. Information about this new data block is then shared across the network, and all network participants
collectively determine the block’s validity according to a pre-defined consensus algorithm. Only after validation, all participants
add the new block to their respective ledgers. Through this mechanism each change to the ledger is replicated across the network
and each network member has a full, identical copy of the entire ledger at any point in time[10].

The process to add a new block explained as follows [11].

Step 1: A node starts a transaction by first creating and then digitally signing it with its private key (created via
cryptography).

Step 2: A transaction can represent various actions in a Blockchain. A new block to represent that transaction or set of

transactions is then created.
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Step 3: A new transaction is broadcasted to all participating nodes to validate that transaction based on predefined scripts.
Normally, blockchain need multiple nodes to verify a transaction.

Step 4: Special nodes called miner nodes are responsible to validate new transaction or block and store it onto distributed
ledger. Miners get into a competition to resolve a cryptographic hash algorithm oriented complex mathematical problem or puzzle.
The solution to this problem, known as Proof of Work (PoW), is a evidence that miner utilized significant computing efforts.
Miners may entitled with some incentive for mining that could be either in form of cryptocurrency or transaction charges.

Step 5: Once a transaction is validated, it is appended in a block, then new instance of blockchain is again propagated into
network to provide the latest information about a block. On this step, a transaction is getting its first confirmation.

Step 6: This latest block is then stored on distributed ledger and subsequent blocks links with this block via a hash pointer. At
this point, the transaction receives its second confirmation and the block gets its first confirmation. Whenever a new block is being
created its associated transactions get reconfirma tions. Normally, a network requires six confirmations for considering a

transaction to be final.

3. MAIN-SUB-LEDGER-BASED DISTRIBUTED LEDGER(MSDL)
3.1 System architecture of MSDL

However, this has a significant impact on the distributed ledger's data processing capabilities.

The key features of DLT/Blockchain, as distinct from other relational databases, are associated with its distributed nature. In
DLT/Blockchain, multiple copies of the ledger are held by different parties, with data added by consensus and without the need for
a third party[12]. As a result, DLT/Blockchain can provide gains in efficiency, trust and data reconciliation across all ledger
participants.

The MSDL consists of two type of ledgers, the main-ledger and the sub-ledger, as well as the corresponding management
tools. The data storage organization of the main-ledger and the sub-ledgers adopts the blockchain as shown in Fig. 3 System
architecture diagram of MSDL, thereby forming a main-sub-ledger system architecture, in which a main-ledger and N

sub-ledgers run in parallel.
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Fig. 3 System architecture diagram of MSDL
The main-ledger is automatically created when the network is initialized, and all nodes participate in the data consensus of
the main ledger. In addition to storing necessary system global information and related data, main-ledger should also contain:

Sub-ledger list

®  Sub-ledger block header information
® The mapping relationship between creator and sub-ledger
® Mapping relationship between network nodes and sub-ledgers
®  Sub-ledger status information
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Sub-ledgers are established on demand by nodes using system functions. The blocks generated by each sub-ledger are
anchored to the main-ledger in as transactions. Each node in the network can establish sub-ledger based on its own business
requirements and broadcast it to all nodes via the P2P network. Through the consensus mechanism, it is finally updated to
main-ledger saved by each node, ensuring that the main-ledger saved by all nodes is consistent. Each node must store the main
ledger as well as all sub-ledger established by itself.

The administration tool is a kind of command-line based client tool. In addition to providing regular distributed ledger
management and viewing functions, it also has a sub-ledger established function. Users with management authority of distributed
ledger can submit request to establish a sub-ledger to any node in the network through system management tools according to own
business requirements.

The process of establish sub-ledger

The steps to establish sub-ledger are as follows:

Step 1: Specify the parameter group, including the unique name of sub-ledger Name, the business description of sub-ledger
Desc , the ID set of node participating in sub-ledger NodelDs, and the consensus algorithm Cons;

Step 2: According to the input parameters, system management tool assembles the command{Name || Desc || NodeIDs || Cons}
to create sub-ledger, and generates digital signature Sign of command by using private key K. Then, sends message{command ||
Kou || Sign} to any connectable node server NodeA in the network;

Step 3: NodeA extracts the public key Ky, from the received message, then runs the account generation algorithm f(Kp,) to
obtain the client account Accountg;ens that initiated the command request, and verifies whether the client account Accountgier is the
same as the pre-configured administrator account Accountymin in the network. If the account verification is successful, NodeA
continues to verify signature Sign.

Step 4: The distributed ledger ensures the correct execution of the command in the network through the consensus algorithm
and the P2P network broadcasting mechanism. When a node in the network executes the command to create a sub-ledger, it must
first confirm that it belongs to the node identification set NodelDs. Then, node initializes the sub-ledger instance, allocates
computing and storage resources to it. Finally, the details of the sub-ledger is stored in the persistent medium with the Name as
index.

The administrator account Account,gmin iS obtained by the account generation algorithm f(K,y,), and configured on all node
servers in the network when the distributed ledger is initialized. Table 1 displays the details of algorithm f(Kpyp).

Tablel. The account generation algorithm f(Kpy,)
Intial: Generating key pair(Kqu,Kqri), @and giving Version prefix identifier V(16 bits), Hash algorithm H1,
H2(256 bits) and encoding algorithm Base58.

Start:
1. DH1(Kpu)
2. Msg—V+D
3. Checksum Sum<—the lower 224bits of H2(Msg)
4, S1<V+D+Sum
5. Accountgmin<—Base58(S1)
End.

3.3 Broadcast transactions and add blocks
Because a more complex main-sub-ledger structure is employed in MSDL, the propagation of transactions in the network
and the generation strategy of blocks have been improved.

1) Broadcast transactions

The distributed ledger access program can submit transaction requests to the sub-ledger in MSDL. In this case, a node will
specify a sub-ledger as target ledger when submitting a transaction request. After receiving a transaction request, the node server
obtains the NodelDs of the target sub-ledger from the back-end storage of the main-ledger by indexing on the sub-ledger name.
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And then, the transaction request will be broadcast to the node in NodelDs. If the sub-ledger name is not specified when the
transaction is initiated, the main-ledger will be defaulted to the target ledger, and the transaction request will be broadcast to all
nodes in the entire network.

2) Add blocks in sub-ledger

As an independent existence, the sub-ledger also has the entire life cycle of distributed ledger technology. When the
conditions for creating a new block are triggered, the pending transaction requests will be packaged to generate a new block
Blocknew by node Leader which obtains the right to create block, according to the preset priority order and block constraint
restrictions.

Leader signs with its private key and sends it to other nodes in NodelDs. After reaching a consensus on Blocknew, €ach node
adds Blockgey to their own sub-ledger to ensure the consistency of the sub-ledger of each node in NodelDs.

Finally, the block header information of Block,e, is anchored to the main-ledger in the form of transactions, which enhances
the immutability and trustworthiness of the sub-ledger.

4. EVALUATION

The design of the MSDL shows that each sub-ledger has an independent consensus mechanism, and the block header
information of each block generated by sub-ledgers is anchored to the main-ledger with a specific transaction type. Thus, the
sub-ledger has greater trustworthiness and immutability than DL. The system architecture of MSDL realizes the isolation of data
on the physical level. It provides a guarantee for the privacy and security of business data, which is lacking in DL. Meanwhile, the
sub-ledgers are logically independent of each other, and run in parallel in the network without interference. These bring
significantly higher capacity of overall data processing to MSDL.

5. CONCLUSION

In this paper, we introduced a new type of distributed ledger technology based on main-sub-ledger architecture, which pays
more attention to the privacy of data. Theoretically, our scheme has higher overall data processing capability, while providing
better data trustworthiness and immutability. It undoubtedly provides a reference for the development of distributed ledger
technology. As a future work, we will build ledger platform for our scheme and provide detailed performance analysis of our
scheme.
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