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ABSTRACT

The increasing need for organizations to keep a high level of synchronization around the world and the coming of new
advancements are pushing increasingly more to move decision-making and operational power from the focus of associations to
their edges. The blockchain could be the critical innovation to roll out this improvement conceivable. A blockchain is essentially a
distributed database of records or public ledger of all transactions or digital events that have been executed and shared among
participating parties. Blockchain is pleased with the fact that it provides high satisfaction and a trust bond to its users. Data
immutability, decentralization, anonymity, auditability, and transparency are the main features that make blockchain an attractive
technology. This paper presents a study of blockchain technology to provide a comprehensive analysis that includes types,
architecture, components, characteristics, and applications of blockchain.
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1. INTRODUCTION

Trust is the basis of the building and success of every business relationship. Intermediaries exist to create trust, they
ensure the correct dealing with counterparts and that the transactions are for the right totals [1]. The presence of intermediaries is
extremely puzzling, costs a great deal of time and money, and in this era of hackers, it also includes security risks [2]. Satoshi
Nakamoto came up with the concept of blockchain to address concerns connected to trust in certain bonds. [3] to create the
Bitcoin payment system, It eliminates the requirement for intermediaries between two entities [4]. Blockchain technology is a
shared, distributed public ledger that records transactions in a way that makes it difficult or impossible to change, hack, or cheat
the system, also stores the transactions in a secure and verifiable manner without the intervention of intermediaries[5] .

Block chain is a software mechanism that is primarily known as an open, distributed ledger that offers a way to transfer
ownership and record transactions between two parties efficiently and in a verifiable and permanent way[6]. Whenever a
consensus is reached on the network, each node participating in the network will update its copy of the ledger[7]. Also, it is a
reliable and decentralized network that changes the entire transaction record database. Failure does not disturb the entire network,
ensuring the great reliability of applications based on blockchain technology[8]. Blockchain technology can be divided into four
generations, namely, blockchain 1.0, 2.0, 3.0, and 4.0. Blockchain 1.0 is mainly related to Bitcoin and Cryptocurrency widely
used in many applications such as foreign exchange payment systems, micropayments, and one-to-one cash payment systems [9].
In 2013 blockchain 2.0 was introduced to overcome the limitation of version 1.0 by supporting all types of transactions, including
a loop, anyone can create their own instructions for ownership, the format of the transactions, and define the state transition
function. It used in many financial fields such as smart contracts, banking tools, payment, and settlement [10]. Blockchain 3.0
deals with government applications like medical, e-residency, and e-voting [11]. Blockchain 4.0 developed to deal with the
growth of decentralized applications and permit customers from a different platform to work together as one unit. It widely used in
many applications like support Supply-Chain Managements, and letting the IT systems to do business incorporation[12].

Despite the wonderful development in blockchain technology, it still suffers from some problems that need deep studies,
including: a way to increase the speed of the transaction recording, improving consensus algorithms proficiency, and keeping
private data secret. These problems have impacts on the advancement and application of blockchain. Among these problems, the
third one is the most featured one, as numerous applications of blockchain worry about keeping the security of private data. For
these and other reasons, the blockchain is considered a suitable environment to attract the attention of researchers[13].
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2. TYPES OF BLOCKCHAIN
Blockchain structure falls into three categories:

A.Private Blockchain, In a private system, only personnel from a certain organization or approved employees who have been
invited to participate exercise control. [14]. Joining a private blockchain is possible by the participant who has an authentic and
documented invitation. In addition, the private blockchain is more centralized than the others type since it controlled by a specific
group. There are many advantages for this type of blockchain such as high speed and pretty scalable, while there are many
drawbacks such as lower security and centralization that need more control[15].

B.Public Blockchain, there is no restriction in the public blockchain. Anyone can get access to a network and begin the
transaction exchange. The records are observable by any participant in the organization, which reduces the efficiency of the
system since it needs more time to add a new record into blockchain construction [16]. The public blockchain is fully
decentralized, all organizations share the control, permits were not required to send transactions at any time[17]. A public
blockchain has many advantages such more secure, trustable that two nodes can exchange information without the need for the
authenticity of the other, and finally a copy of the blockchain record is available at every node in the system. The drawback
includes more computation time required and scalability issues[18].

C.Consortium Blockchain, is a system that is a semi-decentralized type and has a controlled user group, but works across
different organizations. More than one organization can act as a node in this type of blockchain and exchange information or do
mining [19].

3. BLOCKCHAIN ARCHITECTURE

Blockchain is a series of blocks, which connect sequentially to each other like a chain. Each block refers to the
preceding block using a hash value. The first block of the blockchain sequence called the genesis block, there is no previous to the
genesis block so the previous hash set to be zero[20]. The structure of the block includes two parts, head, and body. As shown in
Fig.1 the head contains the hash of the previous block, Nounce, timestamp, and the value of Merkle tree root, while the body
contains the transaction information[21]. The detailed description of block head and black body is explained below.

e Previous hash: this field used as a reference to the previous block. All information in the block introduced to the hash
function to obtain a value. Usually, SHA-258 used to generate such value[22].

e Nounce: is an abbreviation for "number only used once," which is a random number added to a hashed—or encrypted—
block[23] in a blockchain to prevent a reply attach on the blockchain. Nounce number generated by the blockchain
miners[24].

e Merkle Tree Root: is an essential part of blockchain technology, which composed of hashes of various blocks of data.
MTR stores all the transactions in the blockchain and emphasizes the data security of the block.

e Block version: indicates which version of the protocol used by the node introducing the block to the chain[25].

Block N Block MN+1 Block M+2
PrevBlock PrevBlock PrevBlock
Head Mounce Mounce Mounce
Timestamp Time stamp Timestamp
MTR MTR MTR
Block version Block version Block ve rsion
! T T
Body Transaction Transaction Transaction
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4. COMPONENTS OF BLOCKCHAIN
The core components of blockchain architecture are:

A. Node: There exist two types of nodes within the blockchain: miner nodes and normal nodes. Miner node has the
capability to add transactions to the blockchain,where all the transaction in the network can be used for many reasons
such as authenticated, authorized, and audited. The miner node can store data temporarily in its own storage area. It uses
Remote Switching units(RSU) to communicate with the controller node. The miner node used to authenticate all
transaction data that pass through the controller node. After finishing the authentication process of the transaction, the
transactional records joined to the block. While the normal node keeps a full copy of the blockchain. The transaction
authenticated by the miner node is verified, coordinated, and validate by the normal node[26].

B. Block: a data structure for storing a set of transactions that is dispersed across all network nodes.. Also can be defined as
a file where data relating to the blockchain network are always recorded. Transaction information is stored in the block.
Each time a block is completed, it gives away to the next block in the blockchain. Once a block is written cannot be
deleted or altered [27].

C. Chain: a series of blocks in a particular order.

D. Consensus: In a distributed computer network, a set of techniques is employed to assure that each new block added to the
network is the only version of the truth that is agreed upon by all nodes[28]. The type of consensus algorithm to be used
depends on the type of network. The most important algorithms include: Proof of Work (PoW), Proof of stake (PoS),
Delegated Proof-of-Stake (DP0oS), and Proof-of-Probability (PoP) [29].

5. CHARACTERISTICS OF BLOCKCHAIN

There are many characteristics for blockchain technology. The following section describe them briefly.
5.1 Immutability

Based on the surge of cyber attacks, organizations are spending a lot of money to prevent their sensitive information from
being hacked. This is why organizations need constant audits to maintain their database. Blockchain immutability reduces the risk
of hacking, it's one of the important characteristics of block chain. The immutability of the blockchain certifies that the
transactions cannot be edited or deleted once they are successfully verified and recorded in the blockchain. More succinctly, data
in the blockchain cannot be altered. Blockchains are by default immutable ““append-only" data ledgers[30].

There is only one hash value for each block, generated by applying a hash function to every information in the block.
Every block not only contains a hash or digital signature for itself, but also for the previous one. This strategy enables the blocks
to link together, so no one can delete or change the data saved in the block [31].

5.2 Decentralization

In centralized systems, users rely on authority to carry on transactions. Like, in banks the clients depend on a banking
system that changes the client's record adjusts subsequent to making exchanges. In centralized, the central Permissions can change
the entire system by straightly changing and modifying the database. There is only a single authority which means any failure in
the center fails down the entire system [32].

The decentralized system used to overcome the problem of a centralized system and offer a fault-tolerant distributed
computing system. Decentralization is one of the core characteristics of blockchain, meaning that the system is maintained and
held by all nodes in the network. In decentralized, each node has a complete copy of all information and transaction recorded in
the system [33].

5.3 Anonymity

Anonymity refers to the capacity for parties to communicate data without revealing their off-chain identities or other
transactions. Anonymity differs from privacy, the anonymous concerned with hiding “who,” while privacy is concerned with
hiding “what”. It can be achieved by linking a person to a public address, but no one will get to know the actual name or address
[34].
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5.4 Auditability
Since all blockchain transactions are recorded by digital distributed ledger and verified by a digital time stamp.
Therefore, you can audit and track previous records by visiting any node in the network[35].

5.5 Transparency

The degree of transparency that blockchain technology may provide is one of its most enticing features. One of the key
capabilities of blockchain technology, which provides a completely auditable and effective transaction record, is to provide
information transparency. The blockchain should be a transparent mechanism that allows anyone to join and observe all of the
network’s data. [36].

6.BLOCKCHAIN APPLICATIONS
Blockchain technology can be used in many applications. Some of these applications are described as follows.
6.1 Healthcare management

The field of healthcare has important social significance because the problems it solves are directly related to improving the
quality of life, which can be achieved by overcoming actual health problems. Considering this, the computer has been utilized to
complete errands that have prompted critical advancement in healthcare, such as (I) computerized medical services record system;
(ii) valuable information exchange; (iii) Participate in diagnosing difficult disease cases [37].

Dealing with patients' Electronic Healthcare Records (EHRS) is probably the most developed area. An EHR covers all
necessary information about the patient's medical history, as a feature of her clinical record, just as information, forecasts, and data
of any sort identifying with the conditions and the clinical advancement of a patient throughout treatment. A blockchain can be
used for EHR by enabling users to access and maintain their health data with keeping security and privacy. There are many
advantages of blockchain for EHRs system such as: keeping records in distributed form, so there is no way for the hacker to
corrupt or the breach, The availability and updating of data from different sources in a single and unified data repository [38].

Healthcare is a big application scenario of blockchain, and blockchains used in healthcare are called health blockchain.
Blockchain can provide the infrastructure through its immutable ledger for integrating medical records and data integrity functions
between different medical institution's technology. Blockchain can establish a strong and secure transparent framework to store
digital medical records, thereby bringing high-quality services to patients reduce treatment costs [39].

6.2 Governance

When the blockchain first appeared, the government didn't care at first. However, given its role in multiple fields, some
governments are exploring the blockchain and its applications, aiming to improve the efficiency of government services.
Blockchain can provide many benefits to the e-government such as: improving the quantity and quality of government services,
high access to government information, increasing the information sharing between various government organizations, and being
able to establish a credit system[40]. In addition over the years, the government has been entrusted to manage and maintain
official records of citizens and/or businesses. Blockchain-enabled applications may change the way local or state governments
operate by eliminating intermediary transactions and record keeping. Following some applications of e-government is explained
[41].

6.2.1 E-residency

Estonia is the first country to use the e - residency in 2014. E-residency is a program that allowed anyone from anywhere
to access government services such as banking, payment processing, and taxation [42]. An e-id provided to e-Residents, It is
important to know that the e-residency does not provide citizenship and not a travel document. Blockchain technology applied to
manage e-residency. The utilization of the blockchain to e-Residency can possibly essentially change the manner in which
personal data is controlled and validated [43].
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6.2.2 E-voting

Building an efficient system of electronic voting is one of the biggest challenges that legislators faced. E-voting allows
voters to ballot secretly [44]. Votes are saved in such a way that can be recalculated should the necessity arise. E-voting used to
speed up voting processes and decrease the cost of elections by reducing the number of people responsible for managing the
electoral process [45]. Most present e-voting systems depend on a centralized design managed by a single organization, this
causes a loss of confidence in the voting process by the voters. According to the Blockchain characteristics that offer
decentralization and peer-to-peer direct connectivity, it is used in e-voting, helps to increase the voters' confidence in the
electoral process [46].

6.2.3 Developing the Individual Credit System

Personal records are stored in different places. For instance, educational information and official records are stored in a
public form, while healthcare records must be stored in a secret way that not visible to everyone [47]. Blockchain technology used
to create an individual credit system by keeping all personal records in the same system and giving every individual an inclusive
digital identity, containing all information about the person which cannot be changed or destroy by an unauthorized one. So
citizens have their individual identity, which plays a significant role to manage all information in an easy way[48] .

6.3 Education

Today, ledgers that include many records about students and teachers are maintained electronically using specific
software and are usually centralized. The centralized method of storing ledgers causes a problem when they are stolen, damaged,
or compromised in any way. So using blockchain technology is very powerful in the field of education since it provides the
mechanism of distributed ledger which keeps exact copies of the ledger in different locations[49]. Blockchain can support
decision-making about the school system by creating school information hubs to collect, analyze data, and reporting to evaluate
the school performance. In addition, blockchain can help in the scholarly publishing situation, As known, the road of publication
is so hard for a variety of reasons. Blockchain offers better handling of paper submissions and getting appropriate reviews in a
short time [50].

6.4 Internet of Things

Internet of things (10T), one of the most promising information and communication technologies, is ramping up recently.
Nowadays, most of the created data in the world increased due to the growth of IoT. The concept of “loT” is the interconnection
of smart devices to gather information and make decisions. These communications can be with each other, with bigger PCs, and
even with people—for instance, present security systems provide information to the homeowner if any motion observed in the
home through sending a video to his room directly[51].

Though, Blockchain first effectively applied in Bitcoin has conceivably arisen to be an exceptionally secure and
protection-saving innovation for 10T applications. Blockchain has a decentralized, tamper-proof, and transnational dataset that
gives a protected method to store and handle data across many network members. In current settings, enormous amounts of
information created from huge quantities of 10T devices may cause a bottleneck, bringing about the low quality of service (QoS),
A single crash in the system components can cause the entire network to fail, which is undesirable in any system for
accomplishing high accessibility and dependability. The use of Blockchain in the 10T can solve the problem of the bottleneck and
overcome single-point failure[52].

Many issues are related to the use of 10T technology. Security is the main concern with 10T that has prevented its huge
growth. Its devices can be attacked by exploiting its security vulnerabilities[53]. The weak security protection for 10T devices
provides an easy way for the attacker to destroy them. Scalability is another issue of 10T. As the number of devices connected
through an IoT network grows, centralized management of these devices causes an overall system to destroy when the center stop.
The adaptation of blockchain features with 10T can eliminate the lack of security and the centralization problem. Some of these
features are transparency, readability, data encryption, and decentralized [54].

6.5 Financial applications

Blockchain technology widely used in many financial fields, including order-to-cash, trade finance, intercompany
transactions, and reconciliation. The low cost of blockchain gives startups the opportunity to compete with major banks and
promote financial inclusion. Due to restrictions on minimum balance requirements, low access rights and bank fees, many people
are looking for alternatives to banks. Blockchain can offer an alternative to using digital identification and mobile devices to get
rid of the hassle of traditional banking [55].
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Many companies in the economics commerce nowadays growing the usage of blockchain expertise to grow in the
enterprise. Blockchain provides better security, reducing danger and fewer charges by taking discernibility and depressing contact
along with the extensive lean of transactions that attend most financial interactions, conferring to economic manufacturing
authorities and blockchain experts. Also, blockchain can be used by the financial industry to eliminate the manual procedures
essential to gather and piece the documents that usually essential for transactions [56].

6.6 Business applications

Traditional Business Process Management (BPM) is dealing with the design, performance, checking, and development of
business processes. Business processes are the sequences of procedures implemented by an organization to deliver a product or a
service to customers[57]. Business processes classified as, intra and inter-organizational processes. Intra-organizational process
deals within an organization, while inter-organization deals with others organizations. There is a lack of trust between parties that
collaborate in the inter-organizational[58] .

Blockchain Technology can possibly give an appropriate platform to perform inter-organizational processes in a
trustworthy way. Blockchain for business is important for substances transacting with each other. With distributed ledger
technology, permissioned members can get to a similar data simultaneously to improve effectiveness, ensure trust and eliminate
friction. Blockchain additionally permits an answer for quickly size and scale, and numerous arrangements can be adjusted to
achieve multiple tasks across industries [59].

7. CONCLUSION

Block chain technology is a revolutionary innovation, which can support lots of existing traditional to be more efficient.
Since 2008 bitcoin and Block chain are the two most important technologies in information systems. Blockchain widely used in
many applications to process a transaction in a trustful way environment without the presence of intermediaries. This paper
presents a comprehensive overview on blockchain. The investigation covers the main aspects of blockchain which include, type,
architecture, components, characteristics, and applications of blockchain. There are as yet many open issues that should be
additionally explored and examined to make more functional and compelling mechanical applications that can completely benefit
from the utilization of blockchain and accomplish the desired goals.
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